
11th-12th Grade Computer Programming Unit: 2 
Grade Level: 11-12 
Unit Name: (2 weeks) 

Priority Standards:  
 
11-12.NI.NCO.01 Analyze the 
relationship between routers, 
switches, servers, topology and 
addressing. 
 
11-12.NI.NCO.03 Explain how the 
characteristics of the internet 
influence the systems developed on 
it. 
 
11-12.NI.C.01 Compare and refine 
ways in which software developers 
protect devices and information from 
unauthorized access. 

Learning Targets: 
 

• 2.1 A variety of abstractions built upon 

binary sequences can be used to 

represent all digital data. 

• 6.1 The Internet is a network of 

autonomous systems. 

• 6.2 Characteristics of the Internet 

influence the systems built on it. 

• 7.3 Computing has a global affect -- 

both beneficial and harmful -- on people 

and society. 

Supporting Standards:  

 

CSTA K-12 Computer Science Standards 

(2011) 

CD - Computers & Communication Devices 

CD.L3A:9 - Describe how the Internet 

facilitates global communication. 

CI - Community, Global, and Ethical Impacts 

CI.L3A:10 - Describe security and privacy 

issues that relate to computer networks. 

CI.L3A:4 - Compare the positive and negative 

impacts of technology on culture (e.g., social 

networking, delivery of news and other public 

media, and intercultural communication). 

Computer Science Principles 

6.1 - The Internet is a network of autonomous 

systems. 

6.1.1 - Explain the abstractions in the Internet 

and how the Internet functions. [P3] 

6.2 - Characteristics of the Internet influence 

the systems built on it. 

6.2.2 - Explain how the characteristics of the 

Internet influence the systems built on it. [P4] 



7.3 - Computing has a global affect -- both 

beneficial and harmful -- on people and society. 

7.3.1 - Analyze the beneficial and harmful 

effects of computing. [P4] 

7.4 - Computing innovations influence and are 

influenced by the economic, social, and cultural 

contexts in which they are designed and used. 

7.4.1 - Explain the connections between 

computing and economic, social, and cultural 

contexts. [P1] 

CSTA K-12 Computer Science Standards 

(2017) 

IC - Impacts of Computing 

3A-IC-28 - Explain the beneficial and harmful 

effects that intellectual property laws can have 

on innovation. 

3B-IC-26 - Evaluate the impact of equity, 

access, and influence on the distribution of 

computing resources in a global society. 

CSTA K-12 Computer Science Standards 

(2011) 

CD - Computers & Communication Devices 

CD.L2:6 - Describe the major components and 

functions of computer systems and networks. 

CD.L3A:9 - Describe how the Internet 

facilitates global communication. 

CL - Collaboration 



CL.L2:3 - Collaborate with peers, experts and 

others using collaborative practices such as pair 

programming, working in project teams and 

participating in-group active learning activities. 

Computer Science Principles 

6.1 - The Internet is a network of autonomous 

systems. 

6.1.1 - Explain the abstractions in the Internet 

and how the Internet functions. [P3] 

6.2 - Characteristics of the Internet influence 

the systems built on it. 

6.2.1 - Explain characteristics of the Internet 

and the systems built on it. [P5] 

6.2.2 - Explain how the characteristics of the 

Internet influence the systems built on it. [P4] 

6.3 - Cybersecurity is an important concern for 

the Internet and the systems built on it. 

6.3.1 - Identify existing cybersecurity concerns 

and potential options to address these issues 

with the Internet and the systems built on it. 

[P1] 

CSTA K-12 Computer Science Standards 

(2017) 

NI - Networks & the Internet 

2-NI-04 - Model the role of protocols in 

transmitting data across networks and the 

Internet. 

3A-NI-04 - Evaluate the scalability and 

reliability of networks, by describing the 



relationship between routers, switches, servers, 

topology, and addressing. 

CSTA K-12 Computer Science Standards 

(2011) 

CD - Computers & Communication Devices 

CD.L3A:8 - Explain the basic components of 

computer networks (e.g., servers, file 

protection, routing, spoolers and queues, shared 

resources, and fault-tolerance). 

CD.L3A:9 - Describe how the Internet 

facilitates global communication. 

CD.L3B:4 - Describe the issues that impact 

network functionality (e.g., latency, bandwidth, 

firewalls, server capability). 

CL - Collaboration 

CL.L2:3 - Collaborate with peers, experts and 

others using collaborative practices such as pair 

programming, working in project teams and 

participating in-group active learning activities. 

Computer Science Principles 

3.3 - There are trade offs when representing 

information as digital data. 

3.3.1 - Analyze how data representation, 

storage, security, and transmission of data 

involve computational manipulation of 

information. [P4] 

6.1 - The Internet is a network of autonomous 

systems. 



6.1.1 - Explain the abstractions in the Internet 

and how the Internet functions. [P3] 

6.2 - Characteristics of the Internet influence 

the systems built on it. 

6.2.1 - Explain characteristics of the Internet 

and the systems built on it. [P5] 

6.2.2 - Explain how the characteristics of the 

Internet influence the systems built on it. [P4] 

CSTA K-12 Computer Science Standards 

(2017) 

NI - Networks & the Internet 

2-NI-04 - Model the role of protocols in 

transmitting data across networks and the 

Internet. 

3A-NI-04 - Evaluate the scalability and 

reliability of networks, by describing the 

relationship between routers, switches, servers, 

topology, and addressing. 

3B-NI-03 - Describe the issues that impact 

network functionality (e.g., bandwidth, load, 

delay, topology). 

Standards Alignment 

CSTA K-12 Computer Science Standards 

(2011) 

CD - Computers & Communication Devices 

CD.L3A:8 - Explain the basic components of 

computer networks (e.g., servers, file 



protection, routing, spoolers and queues, shared 

resources, and fault-tolerance). 

CD.L3A:9 - Describe how the Internet 

facilitates global communication. 

CD.L3B:4 - Describe the issues that impact 

network functionality (e.g., latency, bandwidth, 

firewalls, server capability). 

CL - Collaboration 

CL.L2:3 - Collaborate with peers, experts and 

others using collaborative practices such as pair 

programming, working in project teams and 

participating in-group active learning activities. 

Computer Science Principles 

6.2 - Characteristics of the Internet influence 

the systems built on it. 

6.2.1 - Explain characteristics of the Internet 

and the systems built on it. [P5] 

6.2.2 - Explain how the characteristics of the 

Internet influence the systems built on it. [P4] 

CSTA K-12 Computer Science Standards 

(2017) 

NI - Networks & the Internet 

2-NI-04 - Model the role of protocols in 

transmitting data across networks and the 

Internet. 

3A-NI-04 - Evaluate the scalability and 

reliability of networks, by describing the 



relationship between routers, switches, servers, 

topology, and addressing. 

3B-NI-03 - Describe the issues that impact 

network functionality (e.g., bandwidth, load, 

delay, topology). 

Standards Alignment 

CSTA K-12 Computer Science Standards 

(2011) 

CD - Computers & Communication Devices 

CD.L2:6 - Describe the major components and 

functions of computer systems and networks. 

CD.L3A:8 - Explain the basic components of 

computer networks (e.g., servers, file 

protection, routing, spoolers and queues, shared 

resources, and fault-tolerance). 

CD.L3A:9 - Describe how the Internet 

facilitates global communication. 

CD.L3B:4 - Describe the issues that impact 

network functionality (e.g., latency, bandwidth, 

firewalls, server capability). 

CL - Collaboration 

CL.L2:3 - Collaborate with peers, experts and 

others using collaborative practices such as pair 

programming, working in project teams and 

participating in-group active learning activities. 

Computer Science Principles 

6.1 - The Internet is a network of autonomous 

systems. 



6.1.1 - Explain the abstractions in the Internet 

and how the Internet functions. [P3] 

6.2 - Characteristics of the Internet influence 

the systems built on it. 

6.2.1 - Explain characteristics of the Internet 

and the systems built on it. [P5] 

6.2.2 - Explain how the characteristics of the 

Internet influence the systems built on it. [P4] 

CSTA K-12 Computer Science Standards 

(2017) 

NI - Networks & the Internet 

2-NI-04 - Model the role of protocols in 

transmitting data across networks and the 

Internet. 

3A-NI-04 - Evaluate the scalability and 

reliability of networks, by describing the 

relationship between routers, switches, servers, 

topology, and addressing. 

3A-NI-05 - Give examples to illustrate how 

sensitive data can be affected by malware and 

other attacks. 

3A-NI-06 - Recommend security measures to 

address various scenarios based on factors such 

as efficiency, feasibility, and ethical impacts. 

3A-NI-07 - Compare various security 

measures, considering tradeoffs between the 

usability and security of a computer system. 



3B-NI-03 - Describe the issues that impact 

network functionality (e.g., bandwidth, load, 

delay, topology). 

CSTA K-12 Computer Science Standards 

(2011) 

CD - Computers & Communication Devices 

CD.L3A:8 - Explain the basic components of 

computer networks (e.g., servers, file 

protection, routing, spoolers and queues, shared 

resources, and fault-tolerance). 

CD.L3A:9 - Describe how the Internet 

facilitates global communication. 

CPP - Computing Practice & Programming 

CPP.L3A:9 - Explain the principles of security 

by examining encryption, cryptography, and 

authentication techniques. 

CT - Computational Thinking 

CT.L3A:9 - Discuss the value of abstraction to 

manage problem complexity. 

Computer Science Principles 

6.1 - The Internet is a network of autonomous 

systems. 

6.1.1 - Explain the abstractions in the Internet 

and how the Internet functions. [P3] 

6.2 - Characteristics of the Internet influence 

the systems built on it. 



6.2.2 - Explain how the characteristics of the 

Internet influence the systems built on it. [P4] 

CSTA K-12 Computer Science Standards 

(2017) 

CS - Computing Systems 

3A-CS-01 - Explain how abstractions hide the 

underlying implementation details of 

computing systems embedded in everyday 

objects. 

3A-CS-02 - Compare levels of abstraction and 

interactions between application software, 

system software and hardware layers. 

CSTA K-12 Computer Science Standards 

(2011) 

CD - Computers & Communication Devices 

CD.L3A:8 - Explain the basic components of 

computer networks (e.g., servers, file 

protection, routing, spoolers and queues, shared 

resources, and fault-tolerance). 

CD.L3A:9 - Describe how the Internet 

facilitates global communication. 

CI - Community, Global, and Ethical Impacts 

CI.L2:2 - Demonstrate knowledge of changes 

in information technologies over time and the 

effects those changes have on education, the 

workplace and society. 

CI.L2:3 - Analyze the positive and negative 

impacts of computing on human culture. 



CI.L2:5 - Describe ethical issues that relate to 

computers and networks (e.g., security, 

privacy, ownership and information sharing). 

CI.L3A:10 - Describe security and privacy 

issues that relate to computer networks. 

CI.L3A:4 - Compare the positive and negative 

impacts of technology on culture (e.g., social 

networking, delivery of news and other public 

media, and intercultural communication). 

CL - Collaboration 

CL.L2:2 - Collaboratively design, develop, 

publish and present products (e.g., videos, 

podcasts, websites) using technology resources 

that demonstrate and communicate curriculum. 

concepts. 

Computer Science Principles 

6.3 - Cybersecurity is an important concern for 

the Internet and the systems built on it. 

6.3.1 - Identify existing cybersecurity concerns 

and potential options to address these issues 

with the Internet and the systems built on it. 

[P1] 

7.1 - Computing enhances communication, 

interaction, and cognition. 

7.1.1 - Explain how computing innovations 

affect communication, interaction, and 

cognition. [P4] 



7.4 - Computing innovations influence and are 

influenced by the economic, social, and cultural 

contexts in which they are designed and used. 

7.4.1 - Explain the connections between 

computing and economic, social, and cultural 

contexts. [P1] 

CSTA K-12 Computer Science Standards 

(2017) 

IC - Impacts of Computing 

3A-IC-24 - Evaluate the ways computing 

impacts personal, ethical, social, economic, and 

cultural practices. 

3A-IC-28 - Explain the beneficial and harmful 

effects that intellectual property laws can have 

on innovation. 

3A-IC-30 - Evaluate the social and economic 

implications of privacy in the context of safety, 

law, or ethics. 

3B-IC-26 - Evaluate the impact of equity, 

access, and influence on the distribution of 

computing resources in a global society. 

3B-IC-28 - Debate laws and regulations that 

impact the development and use of software. 

 
 
Big Ideas: 
 
Lesson 8- Students read portions of a memo 

written by Vint Cerf entitled “The Internet is 

 

 

Essential Unit Questions: 
 

What problems was the internet designed to 

solve and how does it solve these problems? 

 

 

Vocabulary: 
 

1. IETF: Internet Engineering Task Force 

- develops and promotes voluntary 



for Everyone”, a call-to-arms that highlights 

the benefits of a free and open Internet and 

identifies threats to this system. 

 

Lesson 9- Students invent a protocol (similar to 

the real Internet Protocol IP) to encode the 

necessary elements for playing a simplified, but 

multi-person, game of Battleship. Students first 

play unplugged, then using a new version of 

the Internet Simulator configured to allow a 

user to broadcast messages to a group. 

 

Lesson 10- Students use a new version of the 

Internet Simulator configured with simulated 

IP addresses and routers to explore the benefits 

(and potential security concerns) associated 

with routing traffic across the Internet. Students 

should see that messages go through many 

different routers, may not always take the same 

path to reach a destination, and all the traffic is 

publicly viewable! 

 

Lesson 11- Through an unplugged activity 

students are introduced to packets, and issues 

with packets being delayed and dropped. 

Students invent a protocol to reliably send a 

message over an unreliable network using the 

Internet Simulator now configured to be 

"unreliable" by delaying and randomly 

dropping packets sent between routers. 

 

Lesson 12- Through an unplugged activity 

students see the difficulties in trying to 

maintain a universal name-to-IP address 

mapping. The Domain Name System (DNS) is 

introduced and students can experiment with a 

simplified version using the Internet Simulator. 

 

How has the design of the internet allowed it to 

grow or evolve? 

Who or what is “in charge” of the internet? 

How should we resolve dilemmas caused by 

the structure and continuing growth of the 

internet? 

Internet standards and protocols, in 

particular the standards that comprise 

the Internet protocol suite (TCP/IP). 

2. Internet: A group of computers and 

servers that are connected to each other. 

3. Net Neutrality: the principle that all 

Internet traffic should be treated equally 

by Internet Service Providers. 

4. IP Address: A number assigned to any 

item that is connected to the Internet. 

5. Packets: Small chunks of information 

that have been carefully formed from 

larger chunks of information. 

6. Protocol: A set of rules governing the 

exchange or transmission of data 

between devices. 

7. Network Redundancy: having multiple 

backups to ensure reliability during 

cases of high usage or failure 

8. Router: A type of computer that 

forwards data across a network 

9. DNS: short for Domain Name System, 

this system translates domain names 

(like example.com) to IP addresses (like 

93.184.216.34) 

10. HTTP: HyperText Transfer Protocol - 

the protocol used for transmitting web 

pages over the Internet 

11. IP Address: A number assigned to any 

item that is connected to the Internet. 

12. TCP: Transmission Control Protocol - 

provides reliable, ordered, and error-

checked delivery of a stream of packets 



Lesson 13- Students learn about and investigate 

HTTP by looking at HTTP traffic generated 

within their own browser. Students visit a 

variety of websites and use the browser’s built-

in tools to view all the traffic. 

 

Lesson 14- In this Practice Performance Task 

students research and prepare a flash talk about 

the controversial issues around either Net 

Neutrality or Internet Censorship. The talk and 

artifacts produced should exhibit students' 

knowledge of the Internet. 

 

 

on the internet. TCP is tightly linked 

with IP and usually seen as TCP/IP in 

writing. 

13. URL: An easy-to-remember address for 

calling a web page (like 

www.code.org). 

 


